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Useful information for
residents and visitors

Travel and parking \/ N
& A
Bus routes 427, U1, U3, U4 and U7 all stop at J
the Civic Centre. Uxbridge underground station,
with the Piccadilly and Metropolitan lines, is a

’ Uxbrid
short walk away. Limited parking is available at pa».u.m wlare:%b\\
the Civic Centre. For details on availability and Shopping cain

”i
how to book a parking space, please contact ezl ’
Democratic Services. Please enter from the ‘> e
Council’'s main reception where you will be car gurk

directed to the Committee Room. e mm.m.

Muzimring

Accessibility

For accessibility options regarding this agenda
please contact Democratic Services. For those
hard of hearing an Induction Loop System is

available for use in the various meeting rooms.

Attending, reporting and filming of meetings

For the public part of this meeting, residents and the media are welcomed to attend, and if
they wish, report on it, broadcast, record or film proceedings as long as it does not disrupt
proceedings. It is recommended to give advance notice to ensure any particular
requirements can be met. The Council will provide a seating area for residents/public, an
area for the media and high speed WiFi access to all attending. The officer shown on the
front of this agenda should be contacted for further information and will be available at the
meeting to assist if required. Kindly ensure all mobile or similar devices on silent mode.

Please note that the Council may also record or film this meeting and publish this online.
Emergency procedures

If there is a FIRE, you will hear a continuous alarm. Please follow the signs to the nearest
FIRE EXIT and assemble on the Civic Centre forecourt. Lifts must not be used unless
instructed by a Fire Marshal or Security Officer.

In the event of a SECURITY INCIDENT, follow instructions issued via the tannoy, a Fire

Marshal or a Security Officer. Those unable to evacuate using the stairs, should make their
way to the signed refuge locations.



Terms of Reference

The Constitution defines the terms of reference for the Audit Committee as:
Introduction

The Audit Committee’s role will be to:

* Review and monitor the Council’s audit, governance, risk management framework
and the associated control environment, as an independent assurance mechanism;

* Review and monitor the Council’s financial and non-financial performance to the
extent that it affects the Council’'s exposure to risk and/or weakens the control
environment;

» Oversee the financial reporting process of the Statement of Accounts.

Decisions in respect of strategy, policy and service delivery or improvement are reserved
to the Cabinet or delegated to Officers.

Internal Audit

1. Review and monitor, but not direct, Internal Audit’'s work programmes, summaries of
Internal Audit reports, their main recommendations and whether such
recommendations have been implemented within a reasonable timescale, ensuring
that work is planned with due regard to risk, materiality and coverage.

2. Make recommendations to the Leader of the Council and Cabinet Member for
Finance, Property and Business Services on any changes to the Council’s Internal
Audit Strategy and plans.

3. Review the Annual Report and Opinion and Summary of Internal Audit Activity
(actual and proposed) and the level of assurance this can give over the Council’'s
corporate governance arrangements.

4. Consider reports dealing with the management and performance of internal audit
services.

5. Following a request to the Corporate Director of Finance, and subject to the
approval of the Leader of the Council and Cabinet Member for Finance, Property
and Business Services, to commission work from Internal Audit.

External Audit

6. Receive and consider the External Auditor’s annual letter, relevant reports and the
report to those charged with governance.

7. Monitor management action in response to issues raised by External Audit.

8. Receive and consider specific reports as agreed with the External Auditor.



9. Comment on the scope and depth of External Audit work and ensure that it gives
value for money, making any recommendations to the Corporate Director of
Finance.

10.Be consulted by the Corporate Director of Finance over the appointment of the
Council’'s External Auditor.

11.Following a request to the Corporate Director of Finance, and subject to the
approval of the Leader of the Council / Cabinet Member for Finance, Property and
Business Services, to commission work from External Audit.

12. Monitor effective arrangements for ensuring liaison between Internal and External
audit, in consultation with the Corporate Director of Finance.

Governance Framework

13.Maintain an overview of the Council’s Constitution in respect of contract procedure
rules and financial regulations. And, where necessary, bring proposals to the
Leader of the Council or the Cabinet for their development.

14.Review any issue referred to it by the Chief Executive, a Deputy Chief Executive,
Corporate Director, or any Council body.

15. Monitor and review, but not direct, the authority’s risk management arrangements,
including regularly reviewing the corporate risk register and seeking assurances that
action is being taken on risk related issues.

16.Review and monitor Council policies on ‘Raising Concerns at Work’ and anti-fraud
and anti-corruption strategy and the Council’'s complaints process, making any
recommendations on changes to the Leader of the Council and the Deputy Chief
Executive and Corporate Director of Residents Services.

17.Oversee the production of the authority’s Statement of Internal Control and
recommend its adoption.

18.Review the Council’'s arrangements for corporate governance and make
recommendations to the Corporate Director of Finance on necessary actions to
ensure compliance with best practice.

19.Where requested by the Leader of the Council, Cabinet Member for Finance,
Property and Business Services or Corporate Director of Finance, provide
recommendations on the Council’'s compliance with its own and other published
standards and controls.



Accounts

20.Review and approve the annual statement of accounts. Specifically, to consider
whether appropriate accounting policies have been followed and whether there are
concerns arising from financial statements or from the auditor that need to be
brought to the attention of the Council.

21.Consider the External Auditor’s report to those charged with governance on issues
arising from the audit of the accounts.

Review and reporting

22. Undertake an annual independent review of the Committee’s effectiveness and
submit an annual report to Council on the activity of the Audit Committee.



Agenda

Committee Members are invited to a private meeting with the Head of
Business Assurance at 4.45pm.

1  Apologies for absence

2 Declarations of interest

3  To confirm that all items marked Part | will be considered in public
and that any items marked Part Il will be considered in private

4  Minutes of the meeting held on 22 September 2016

5 External Audit Annual Audit Letter

6 Internal Audit Charter 2016/17

7 Internal Audit Progress Report 2016/17 Quarter 3 and Operational
Internal Audit Plan Quarter 4

8 Corporate Fraud Team Progress Report (to follow)

9 National Scheme for Auditor Appointments

10 Annual Review of the Effectiveness of the Audit Committee 2016/17

11 Audit Committee Terms of Reference (to follow)

12 Audit Committee Forward Programme

PART I

13 Risk Management Report and Quarter 2 Corporate Risk Register

35-48

49 -72

73-78

79 -94

95 -100

101 - 124



Minutes

Audit Committee 4
Thursday 22 September 2016 TILL

Agenda ltem 4

Meeting held at Committee Room 4 - Civic Centre, LONDON
High Street, Uxbridge UB8 1UW

Members Present:
Rajiv Vyas (Independent Chairman), Councillors Scott Seaman-Digby (Vice-
Chairman), George Cooper, Peter Davis and Tony Eginton.

Apology for Absence:
Susan O'Brien (Councillor Peter Davis substituting).

Officers Present:

Garry Coote (Corporate Fraud Investigation Manager), Nancy Le Roux (Deputy
Director of Strategic Finance), Sian Kunert (Chief Accountant), Muir Laurie
(Head of Business Assurance), Elaine Portess (Assistant Internal Audit
Manager), Martyn White (Senior Internal Audit Manager) and Khalid Ahmed
(Democratic Services Manager).

Others Present:
Maria Grindley and Alan Witty (External Audit - Ernst & Young).

Prior to the meeting, the Committee held a private meeting with the Corporate
Director of Finance.

Also the Committee were provided with a training session on the Role of the
External Auditor.

12.

APPOINTMENT OF CHAIRMAN
RESOLVED -

1. That Mr Rajiv Vyas be appointed Chairman of the Committee for the
rest of the Municipal Year.

-Page 1-
Page 1




13.

DECLARATIONS OF INTEREST

Councillor Tony Eginton declared a Non-Pecuniary Interest in Agenda ltem 7 -
External Audit Report on the Pension Fund Annual Report and Accounts
2015/16 because he was a retired member of the Local Government Pension
Scheme. He remained in the room during discussion on the item.

Councillor Scott Seaman-Digby declared a Non-Pecuniary Interest in Agenda
ltem 7 - External Audit Report on the Pension Fund Annual Report and
Accounts 2015/16 because he was a deferred member of the Local Government
Pension Scheme. He remained in the room during discussion on the item.

Councillor George Copper declared a Non-Pecuniary Interest in Agenda ltem 7 -
External Audit Report on the Pension Fund Annual Report and Accounts
2015/16 because he was a contributor to the Local Government Pension
Scheme. He remained in the room during discussion on the item.

14.

EXCLUSION OF THE PRESS AND PUBLIC

It was agreed that all the items on the Agenda be considered in public with the
exception of Agenda Item 12 - Business Assurance - Corporate Risk Register
for Quarter 1 2016/17.

15.

MINUTES OF THE MEETINGS HELD ON 12 JULY 2016

Agreed as an accurate record.

16.

APPROVAL OF THE 2015/16 STATEMENT OF ACCOUNTS | Action By:
AND EXTERNAL AUDIT REPORT ON THE AUDIT FOR THE
YEAR ENDED 31 MARCH 2016

The Committee was provided with a report which summarised
the findings of EY, the External Auditor, on the audit of the
2015/16 Statement of Accounts. The report summarised the
Council's main financial statements.

The Committee was informed that based on the work
undertaken to date, EY anticipated issuing an unqualified
opinion on the Council's financial statements, subject to the
completion of outstanding work.

The Committee was provided with details of audit differences,
scope and materiality and significant audit risks.

Members were informed that as new external auditors, EY had
provided a more detailed audit and carried out more detailed
testing. This was the reason why the audit of the Statement of
Accounts was not finalised at this stage.

The Committee expressed their dissatisfaction at the audit not

- Page 2 -
Page 2




being completed in time for the Committee to sign off the
statement of accounts. The EY representatives reported that
the audit would meet the statutory deadline of 30 September,
but for next year's audit, planning and time lines for the audit
would be brought forward to ensure the Audit Committee signs
off the statement of accounts.

RESOLVED -

1. That delegated authority be given to the Corporate
Director of Finance, in consultation with the Chairman and
I or Vice-Chairman of the Committee, to sign the statement
of accounts on completion of the audit.

17.

EXTERNAL AUDIT REPORT ON THE PENSION FUND
ANNUAL REPORT AND ACCOUNTS 2015/16

The Committee was provided with a report which summarised
the findings of EY, the External Auditor, on the audit of the
Pension Fund Accounts. The report summarised the Pension
Fund accounts audit.

The Committee was informed that based on the work
undertaken to date, EY anticipated issuing an unqualified
opinion on the Fund's financial statements, subject to the
satisfactory completion of outstanding work.

Reference was made to the following detailed work areas
where further work was required.

Members expressed their disappointment that the audit had
not been completed.

The Committee was informed that at the Pensions Committee
on 21 September, delegated authority had been given to the
Corporate Director of Finance, to sign the Pension Fund
accounts on completion of the audit.

RESOLVED -

1. That the initial auditor’s findings on the audit of the
Pension Fund accounts for 2015/16 be noted.

2. That the Committee considered and approved the
Accounts of the Pension Fund, subject to changes made
and approved by the Corporate Director of Finance, in
consultation with the Chairman of the Pensions
Committee.

- Page 3 -
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18.

CORPORATE FRAUD INVESTIGATION TEAM PROGRESS
REPORT - APRIL 2016 -AUGUST 2016

The Committee was provided with a report which provided
details of the work undertaken by the Corporate Fraud
Investigation Team (CFIT) from April to August 2016.

Members were informed that Corporate Fraud Investigation
Team activities since April 2016 included the following:

Social Housing fraud

Council Tax/Business Rates inspections
Single Person Discount (SPD)
Residency and Verification checks
Right to Buy investigations

Proceeds of Crime investigations
Housing Waiting List

Enhanced Recruitment Verification
Council Tax Reduction Scheme (CTR)
Trading Standards

Blue Badge

Bad debts

Students

Unaccompanied Asylum Seekers
Benchmarking

The Corporate Fraud Investigation Manager reported that in
relation to the Social Housing Fraud project, 40 properties had
been recovered from April to August 2016.

Reference was made to the work on the Housing Waiting List.
Members were reminded that the purpose of the project was to
identify through checking Council records, such as Council Tax
information and electoral registration, people on the housing
waiting list who were no longer entitled to Social Housing.

Circumstances had either changed or people had provided
false information on their application. Members were informed
that removing these people from the waiting list meant that the
Council would have an accurate data relating to current social
housing needs for effective forward planning.

The Committee noted that 1,909 applications had been
removed from the waiting list since the project began.

During the process, 32 cases had been identified where the
household had been incorrectly claiming Single Person
Discount for Council Tax which totalled £14.1k.

- Page 4 -
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Reference was made to the work started in relation to
benchmarking which would measure the performance of the
Team. Work was taking place with neighbouring authorities to
share information to enable benchmarking to take place.

The Corporate Fraud Investigation Manager was asked to
develop targets within the work programme of the Team, to
enable the level of success of the Team to be measured
against other local authorities.

RESOLVED -

1. That the Committee considered and noted the
Corporate Fraud Investigation Team report.

19.

BUSINESS ASSURANCE - INTERNAL AUDIT PROGRESS
REPORT FOR 2016/17 QUARTER 2 (INCLUDING THE
QUARTER 3 INTERNAL AUDIT PLAN)

The Senior Internal Audit Manager presented the report which
provided summary information on all Internal Audit work
covered in relation to the 2016/17 Quarter 2, together with
assurance levels in this respect.

Members were informed that since the last progress report, 5
assurance reviews had been concluded, 6 consultancy reviews
and 2 follow-up reviews had been finalised and 2 grant claims
had been certified.

The Committee was provided with details of the Internal Audit
Plan 2016/17 for Quarter 3.

RESOLVED -

1. That the Internal Audit progress report for 2016/17
Quarter 2 be noted and approval be given to the Quarter 3
Internal Audit Plan for 2016/17.

2. That the Committee noted that the coverage,
performance and results of Business Assurance Internal
Audit activity within this quarter.

20.

BUSINESS ASSURANCE - EFFECTIVENESS OF INTERNAL
AUDIT 2016/17

The Committee was provided with a report which provided
details of the effectiveness of Internal Audit which had been
assessed against the UK Public Sector Internal Audit
Standards.

- Page 5 -
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Members were informed that overall the Internal Audit opinion
was that they were able give reasonable assurance over the
key risks to the achievement of objectives for the Internal Audit
function.

RESOLVED -

1. That the findings, recommendations and management
action proposed in the report be noted.

21.

AUDIT COMMITTEE FORWARD PROGRAMME 2016/17
AND 2017/18

It was noted that there would be an item added to the meeting
in December, on a Review of the Committee's Terms of
Reference.

In addition an item would also be added to the March 2017
meeting on External Quality Assessment of Internal Audit.

Noted.

22.

BUSINESS ASSURANCE - CORPORATE RISK REGISTER
FOR QUARTER 1 2015/16

This item was discussed as a Part Il item without the press or
public present as the information under discussion contained
confidential or exempt information as defined by law in the
Local Government (Access to Information) Act 1985. This was
because it discussed ‘information relating to the financial or
business affairs of any particular person (including the
authority holding that information)’ (paragraph 3 of the
schedule to the Act).

The report presented to Members the Corporate Risk Register
for Quarter 1 (April to June 2016). The report provided
evidence about how identified corporate risks were being
managed and the actions which were being taken to mitigate
against those risks.

RESOLVED -

1. That the Committee reviewed the Corporate Risk
Register for Quarter 4 (January to March 2016), as
part of the Committee's role to independently assure
the risk management arrangements in the Council.

Action By:

- Page 6 -
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The meeting which commenced at 5.10pm, closed at
6.20pm

Next meeting: 15 December 2016 at 5.00pm
These are the minutes of the above meeting. For more information on any of the resolutions
please contact Khalid Ahmed on 01895 250833. Circulation of these minutes are to
Councillors, Officers, the Press and Members of the Public.
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Agenda ltem 5

EXTERNAL AUDIT ANNUAL AUDIT LETTER

Contact Officer: Nancy Leroux
Telephone: 01895 205353

SUMMARY

This is a covering report to EY's Annual Audit Letter which provides a summary
of the expected conclusions from their audit work undertaken for the year ended
31 March 2016.

RECOMMENDATIONS

The committee is asked to note the report.

INFORMATION

The letter identifies the key areas of EY's audit work over the year, their findings
in each area and the focus of their work going forward:

1. The Council’s Financial Statements (including the Pension Fund) — an
unqualified opinion on the Council’s accounts for the year ended 31 March
2016 was issues.

2. Value for Money conclusion — it was concluded that the Council has put in
place proper arrangements to secure value for money in the use of
resources.

3. Whole of Government Accounts — it was reported to the National Audit
Office that the consolidated return was consistent with the statutory
accounts.

4. Grants Certification — there will be a separate letter on grant certification
issued to Audit Committee at the end of 2016.

LEGAL IMPLICATIONS
There are no legal implications arising from this report.
BACKGROUND PAPERS

None
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Agenda ltem 6

Business Assurance — Revised Internal Audit Charter

Contact Officer: Muir Laurie
Telephone: 01895 556132

REASON FOR ITEM

The Internal Audit (IA) Charter sets out the purpose, authority, responsibility and position of
the IA Service within the London Borough of Hillingdon. As such it is a key document in
respect to the Council's internal control, risk management and corporate governance
framework. The |A Charter was last agreed by the Council’s Corporate Management Team
and Audit Committee in March 2015. However, the IA Charter has now been further
updated to provide clearer compliance with the UK Public Sector Internal Audit Standards
(PSIAS), which came into effect on 1% April 2013.

Whilst the main changes to the IA Charter are presentational, it has also been updated to
include a new section on the wider remit of Business Assurance (ref. para 8.1). This area is
specifically referred to in the PSIAS and therefore the revision results in the IA Charter now
being more closely aligned with the PSIAS. The IA Charter will continue to be reviewed
periodically and be approved by the Council’'s Corporate Management Team and Audit
Committee to ensure that it remains relevant to the needs of the Council.

OPTIONS AVAILABLE TO THE COMMITTEE
The Audit Committee is asked to review and approve the revised IA Charter.

INFORMATION

The |IA Charter sets out how IA complies with the PSIAS across the following key areas:
1. Purpose
2. Statutory Requirement & Authority
3. Status of IA within the Council
4. Objectives & Mission
5. Scope of 1A

6. Responsibility

7. Reporting Lines

8. Other IA Work

9. Ethics

10. Quality Assurance

LEGAL IMPLICATIONS
There are no legal implications arising directly from this report.

BACKGROUND PAPERS
The IA Terms of Reference March 2015 (attached).

Audit Committee 15 December 2016
PART | - MEMBERS, PUBLIC & PRESS
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FHILLIN

INTERNAL AUDIT

RN

GDON

LONDON

Internal Audit Charter

1. Purpose

The London Borough of Hillingdon Internal Audit (IA) Charter describes the purpose, authority,
responsibility and position of the IA Service within the London Borough of Hillingdon. The Head
of Internal Audit (HIA) is responsible for applying this IA Charter and ensuring it is kept up to
date. The IA Charter shall be reviewed annually and be approved by the Board (Audit
Committee) to ensure that it remains relevant to the needs of the Council.

2. Statutory Requirement

2.1

N
N

The Local Government Accounts and Audit Regulations 2011 require every local authority to
maintain an adequate and effective IA of its accounting records and its systems of internal
control. IA's work will be performed with due professional care in accordance with these
regulations and in line with the UK Public Sector Internal Audit Standards (PSIAS).

The IA service is responsible for providing assurance to all of its key stakeholders including the
Audit Committee, senior management and in particular the Chief Financial Officer to help him
discharge his statutory responsibilities under Section 151 (S151) of the Local Government Act
1972. An effective |A service will be seen as a catalyst for improvement at the core of the
Council and will become recognised across the Council as a value added, trusted advisor and
business assurance provider.

3. Responsibilities and Objectives

3.1

@
N

IA is defined in the PSIAS as “an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control and governance processes”.

IA is not responsible for control systems and managing risks. Responsibility for effective internal
control and management of risks rests with the management of the Council.

4. Status of Internal Audit within the Council

4.1

4.2

IA will be independent of all activities that it audits to enable internal auditors to perform their
duties in a way that allows them to make professional and impartial judgements and
recommendations.

The A activity will remain free from interference by any element in the Council, including
matters of audit selection, scope, procedures, frequency, timing, or report content to permit
maintenance of a necessary independent and objective mental attitude. Internal auditors will
have no direct operational responsibility or authority over any of the activities they review.
Accordingly, internal auditors will not engage in any activity that may impair their judgement or
objectivity.

Reviewed by Muir Laurie, Head of Internal Audit - 8" March 2015, Page 1 of 4
Approved by Audit Committee - 17" March 2015
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4.3

4.4

Internal auditors will exhibit the highest level of professional objectivity in gathering, evaluating,
and communicating information about the activity or process being examined. Internal auditors
must make a balanced assessment of all the relevant circumstances and not be unduly
influenced by their own interests or by others in forming judgements.

The IA service is part of the Finance Group and is led by the HIA who reports directly to the
Corporate Director for Finance (& S151 Officer). The HIA also has unrestricted access to the
independent Chair of the Audit Committee, the Chief Executive, External Audit (Deloitte), the
Leader of the Council and all other Members and staff. The HIA will also confirm to the Board
(which for the purposes of the PSIAS is the Audit Committee), at least annually, the
organisational independence of the |IA activity.

5. Authority and Rights of Access to Obtain Information

IA's authority is defined in statute and internally is derived from policies, procedures, rules and
regulations established by the Council. This includes the IA Charter, the Council's Financial
Regulations and the Employee Code of Conduct and Conditions of Service.

IA, with strict accountability for confidentiality and safeguarding information, is authorised to
have full and unrestricted access to all Council records (both manual and computerised),
Council property, and personnel pertinent to carrying out any engagement. All employees are
requested to assist IA in fulfilling its roles and responsibilities. IA will also have free and
unrestricted access to the Audit Committee.

6. Scope of Internal Audit

6.1

The HIA is required to give an annual opinion to the Council and to the S151 Officer, through
the Audit Committee, on the overall adequacy and the effectiveness of the Council's risk
management, internal control and governance arrangements. In support of this, IA undertakes
risk based assurance reviews.

IA also has the responsibility to provide consulting and advisory services to management
relating to risk management, control and governance as appropriate for the Council. The IA
service may also evaluate specific operations at the request of the Audit Committee or senior
management, as appropriate. Before any consultancy work is agreed, the HIA will ensure that
IA has the appropriate skills, resources and approval to undertake the review. The HIA will also
ensure that appropriate safeguards are in place to preserve objectivity in areas subject to future
IA activity. This may include assigning this work to a different internal auditor.

7. Fraud and Corruption

71.

IA does not have responsibility for the prevention or detection of fraud and corruption. Managing
the risk of fraud and corruption is the responsibility of management. IA procedures alone, even
when performed with due professional care, cannot guarantee that fraud or corruption will be
detected. Internal auditors will, however, be alert in all their work to risks and exposures that
could allow fraud or corruption. The Council's Corporate Fraud Investigations Team provides
expertise in investigating fraud, corruption and malpractice. There is active joined-up working
between |IA and the Corporate Fraud Investigations Team.

Management has a responsibility to promptly inform the HIA of all suspected or detected fraud,
corruption or improprieties. This allows consideration to be given to the adequacy of the relevant
controls, and to evaluate the implication of fraud and corruption in informing the opinion on the
Council's internal control environment.
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8. Professional Standards

8.1.  In undertaking its work, IA adopts the professional standards set out in the PSIAS. These have
been set in collaboration with the UK Chartered Institute of Internal Auditors and the Chartered
Institute of Public Finance & Accountancy.

9. The Internal Audit Plan

9.1.  The IA plan is a crucial component of the annual assurance statement provided by the HIA to
those charged with governance. In order to deliver this assurance it is vital to have a
comprehensive IA plan which gives sufficient risk-based coverage.The HIA will seek to co-
ordinate the IA plan using a risk based methodology, including input from senior management,
the Audit Committee and other Members. The HIA seeks to ensure that the most effective 1A
coverage is achieved which focuses on the Council's key risks. Managers are required to
ensure that key staff are available to IA during the agreed period of an IA review and for
ensuring that information requested by IA is accurate, timely and reliable.

©
N

The IA plan is presented to the Council's Corporate Management Team (CMT) and Audit
Committee for approval. Any significant deviation from the approved IA plan will be
communicated to senior management and the Audit Committee through periodic activity
progress reports.

10. Management of Internal Audit Engagements and Follow-up

10.1. For each IA engagement, a detailed Terms of Reference (ToR) will be prepared and discussed
with the relevant managers. The ToR will establish the engagement's key risks and scope for
the review that is aligned to service objectives. Each engagement will be sponsored by a
member of the CMT and engagements intended to provide an IA assurance opinion will be
undertaken using a risk-based approach. IA will promptly communicate its findings and
conclusions to management, proposing recommendations to address any weaknesses. The HIA
will inform the Council (via the Audit Committee) of any remaining material weaknesses.

10.2. A report is issued following the conclusion of each IA engagement and is distributed to the
review sponsor and relevant key contact(s). The report includes an executive summary with a
particular emphasis on risk management, internal control and governance strengths and
weaknesses identified during the review. A management action plan is appended to reports
(where applicable) which provides management with the opportunity to respond to the
recommendation(s) raised and set out what action they propose to address the risk(s) identified.

10.3. The HIA will have systems in place to ensure that internal auditors obtain and record sufficient
evidence to support their conclusions and that they can demonstrate the adequacy of evidence
obtained to support professional judgements. |A will follow-up all but 'low' risk-rated
recommendations to establish if management has taken appropriate action to address any
weaknesses identified. Escalation procedures are in place for any management responses that
are judged to be inadequate in relation to the identified risk. These procedures will ensure that
the risks of not taking action have been understood and accepted at a sufficiently senior
management level.

11. Staff Training and Development

11.1. 1A will be appropriately staffed in terms of numbers, professional qualifications and experience,
having regard to the IA objectives and to the standards set out in the PSIAS. The staffing of 1A
will be kept under review by the HIA and the Audit Committee.
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11.2

All 1A staff will be properly trained to fulfill their roles and responsibilities and they will each
maintain their professional competence through an appropriate on-going professional
development programme. When necessary, in-house IA resources will be supplemented by
external resources.

12. Proficiency and Due Professional Care

121.

IA will abide by the Code of Ethics set out in the PSIAS. IA staff are bound by the two essential
components of the Code of Ethics: 1) Principle; and 2) Rules of Conduct, applicable to the four
elements of a) Integrity; b) Objectivity; c) Confidentiality; and d) Competency. IA will apply the
four Attribute Standards and the seven Performance Standards set out in the PSIAS. Any
instances of non-conformance with the Code of Ethics or the PSIAS that impact the scope or
operation of IA activity will be reported to CMT and the Audit Committee. Internal auditors will
also abide by the Committee on Standards of Public Life's Seven Principles of Public Life.

IA staff must apply the care and skill expected of a reasonably prudent and competent internal
auditor. Due professional care does not imply infallibility. The HIA must hold a professional
qualification (CMIIA, CCAB, or equivalent) and be suitably experienced.

The HIA will maintain and regularly review a register of the internal auditors’ declarations of
business and personal interests. If there are occasions where internal auditors undertake non-I1A
activities including the development, design or implementation of systems, then that individual
will not subsequently perform an IA review of those systems.

13. Reporting

13.1.

In agreement with those charged with governance (CMT and the Audit Committee), the HIA will
determine the way in which findings will be reported. Standards will be set for reporting and will
include arrangements for the review and approval of reports by the HIA before issue. Reports
will be balanced, clear, concise and constructive and will be issued within laid-down timescales.

The HIA will provide a written annual report to those charged with governance timed to support
the Council's Annual Governance Statement. The annual report will provide the statutory
opinion on the overall adequacy and effectiveness of the Council's system of internal control,
risk management framework and corporate governance arrangements. The report will also
include a summary of the work that supports the opinion, a statement on conformance with the
PSIAS and the results of the IA quality assurance process (as detailed in section 14 below).

IA may carry out assurance work for third parties (i.e. organisations outside of the Council).
Assurances provided to third parties are provided in line with the assurance provided to the
Council, as described within this document.

14. Quality Assurance

14.1.

The work of IA will be controlled at each level of operation to ensure that a continuously
effective level of performance is being maintained. The HIA will develop a Quality Assurance
and Improvement Programme (QAIP) designed to gain assurance that the work of IA is
compliant with the PSIAS and achieves its objectives. The QAIP will cover all aspects of the IA
activity, including but not limited to:

o Client Feedback Questionnaires (CFQs) that are sent out at the completion of each audit;
o A self-assessment of the IA service each year and its compliance with the PSIAS; and

¢ On-going internal performance monitoring and reporting by the HIA, as well as an external
assessment at least once every five years by a suitably qualified, independent assessor.
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S5 INTERNAL AUDIT

HHILLINGDON

LONDON

Internal Audit Charter

1.1

1.2

1.3

In accordance with the Institute of Internal Auditors (IIA) International Professional Practices
Framework (IPPF) the purpose, authority and responsibility of the internal audit activity must
be formally defined in an Internal Audit (IA) Charter, consistent with the Definition of Internal
Auditing, the Code of Ethics and the Standards.

The London Borough of Hillingdon IA Charter defines the purpose, authority and responsibility
of the 1A Service within the Council. The Charter establishes the Head of IA's (HIA's) position
within the Council including the nature of the HIA's functional reporting relationships. The
Charter authorises access to records, personnel and physical properties relevant to the
performance of engagement and defines the scope of IA activities.

The HIA is responsible for applying this IA Charter and ensuring it is maintained up to date
and, in line with the Public Sector Internal Audit Standards (PSIAs), this IA Charter shall be
reviewed periodically, presented to senior management (Corporate Management Team [CMT])
and the Board (which for the purpose of the PSIAs is the Audit Committee) for approval to
ensure that it remains relevant to the needs of the Council.

2. Statutory Requirement and Authority

2.1

2.2

2.3

The Local Government Accounts and Audit Regulations 2015 require every local authority to
undertake an effective IA to evaluate the effectiveness of its risk management, control and
governance processes, taking into account the Public Sector Internal Auditing Standards
(PSIAS) or guidance.

The IA service is responsible for providing assurance to all of its key stakeholders including the
Audit Committee, Senior Management and in particular the Chief Financial Officer to help them
discharge their statutory responsibilities under Section 151 (S151) of the Local Government
Act 1972. An effective IA service will be seen as a catalyst for improvement at the core of the
Council and will become recognised across the Council as a value added, trusted advisor and
business assurance provider.

Deriving from those regulations, and those authorising this Charter, the IA service has free
unrestricted access and ability to plan and undertake audit assignments necessary to fulfil its
scope. To enable full discharge of its duties, the HIA and the IA service has authority to:

e Have right of direct access to the Chair of the Audit Committee;
e Have unrestricted access to all Council functions, records, property and personnel; and

e Obtain assistance, where necessary, from Council officers and contractors involved in the
subject of audit engagements.

The HIA has overall accountability for ensuring the IA service safeguards information it has
obtained and for maintaining confidentiality of information where applicable.
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3. Status of Internal Audit within the Council

3.1 IA will be independent of all activities that it audits to enable internal auditors to perform their
duties in a way that allows them to make professional and impartial judgements and
recommendations.

3.2  The IA activity will remain free from interference by any element in the Council, including
matters of audit selection, scope, procedures, frequency, timing, or report content to permit
maintenance of a necessary independent and objective mental attitude. Internal auditors will
have no direct operational responsibility or authority over any of the activities they review.
Accordingly, internal auditors will not engage in any activity that may impair their judgement or
objectivity.

3.3 IA will exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the activity or process being examined. Internal auditors
must make a balanced assessment of all the relevant circumstances and not be unduly
influenced by their own interests or by others in forming judgements.

3.4  The Council's IA service is part of the Finance Group and is led by the Head of Business
Assurance, as the Council's HIA, who reports directly to the Corporate Director for Finance (&
S151 Officer). However, the HIA has unrestricted access to the independent Chair of the Audit
Committee, the Chief Executive, External Audit (Ernst and Young), the Leader of the Council
and all other Members and staff.

3.5 The HIA will annually confirm to the Board (which for the purposes of the PSIAS is the Audit
Committee), the organisational independence of the IA activity with any impairments disclosed
to the appropriate parties.

4. Objectives and Mission

41 IA is defined in the PSIAS as “an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control and governance processes".

42  The IA service acknowledges and aspires to achieving the mission of Internal Auditing as
provided by the IIA:

"To enhance and protect organisational value by providing stakeholders with risk based and
objective assurance, advice and insight."”

4.3 IA is not responsible for control systems and managing risks. Responsibility for effective
internal control and management of risks rests with the management of the Council.

5. Scope of Internal Audit

5.1 The HIA will provide an annual HIA Opinion Statement to the Council, assisting the S151
Officer, through the Board (Audit Committee) in completing the AGS, which forms part of the
statutory Statement of Accounts. The AGS provides public assurances about the effectiveness
of the Authority’s risk management framework, corporate governance arrangements and the
system of internal control. The HIA opinion statement (see 3 core areas overleaf) meets the
Authority's statutory requirement under Regulation 6 of the Accounts and Audit (Amendments)
(England) Regulations 2015 and is in line with the UK PSIAS.
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(i) Risk Management - Risk Management is the process of identifying, quantifying and
managing the risks that the Council faces in attempting to achieve its objectives.

(i) Corporate Governance - Corporate governance is the system of rules, practices and
processes by which the Council is directed and controlled.

(iif) System of Internal Controls - The system of internal control is a process for assuring
achievement of the Council’s objectives in operational effectiveness and efficiency, reliable
financial reporting and compliance with laws, regulations and policies. It incorporates both
financial and nonfinancial systems.

52 In addition to the above 3 core annual opinion areas, IA may, subject to specific
arrangements, undertake engagements in the areas of anti- fraud and anti-corruption as
detailed within this IA Charter.

5.3 IA also has the responsibility to provide consulting and advisory services to management
relating to risk management, control and governance as appropriate for the Council. The IA
service may evaluate specific operations at the request of the Audit Committee or Senior
Management, as appropriate. Before any consultancy work is agreed, the HIA will ensure that
IA has the appropriate skills, resources and approval to undertake the review. The HIA will also
ensure that appropriate safeguards are in place to preserve objectivity in areas subject to
future IA activity.

6. Responsibility

Professional Standards

6.1 The HIA and their team have responsibility to undertake their work at all times in accordance
with the PSIAS (the ‘Standards’) and, the IIA’s Code of Ethics (the ‘Code’) and the broader
International Professional Practices Framework (IPPF) which applies across the global practice
of IA. Those members of the IA team who have membership of professional bodies will comply
with the relevant requirements of that organisation.

6.2 Deriving from those regulations, and those authorising this Charter, the IA service has free
unrestricted ability to plan and undertake IA assignments necessary to fulfil its scope. IA
undertakes work in accordance with the Standards as set out below.

Risk Based IA Strategy and IA Plan

6.3  The IA plan is a crucial component of the annual IA opinion statement provided by the HIA to
those charged with governance. In order to deliver this assurance it is vital to have a
comprehensive risk-based |A plan to determine the priorities of the 1A activity, consistent with
the organisation's goals. The overarching IA plan is presented to the Council's Corporate
Management Team (CMT) and Audit Committee for approval. This plan is supplemented by
quarterly operational risk based IA plans for approval. Any significant deviation from the
approved quarterly 1A plans will be communicated to senior management and the Audit
Committee through quarterly IA progress reports.

6.4 The quarterly IA plan is undertaken based on a documented risk assessment, enabling the HIA
to ensure that the most effective IA coverage is achieved, which focuses on the Council's key
risks. Managers are required to ensure that key staff are available to 1A during the agreed
period of a review and for ensuring that information requested is accurate, timely and reliable.

6.5 The quarterly IA plan, including resource requirements and limitations, is presented to CMT
and Audit Committee for approval. Any significant deviation from the approved IA plan will be
communicated to CMT and the Audit Committee through periodic activity progress reports.
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Management of Engagements

6.6 For each IA engagement, a detailed Terms of Reference (ToR) will be prepared and discussed
with the relevant managers. The ToR will establish the engagement's service objectives, key
risks, scope, timing and resource allocations for the review. Each IA engagement will be
sponsored by a member of CMT and engagements intended to provide an IA assurance
opinion will be undertaken using a risk-based approach. 1A will promptly communicate its
findings and conclusions to management, proposing recommendations to address any
identified weaknesses. The HIA will inform the Council (via the Audit Committee) of any
remaining material weaknesses.

6.7  The HIA will have systems in place to ensure that internal auditors obtain and record sufficient
evidence to support their conclusions and engagement results to demonstrate the adequacy of
evidence obtained to support professional judgements made. This includes management
supervision to ensure objectives are achieved, quality assured and staff developed.

6.8 A report is issued to appropriate parties following the conclusion of each IA engagement and is
distributed to the review sponsor and relevant key contact(s). The report includes an executive
summary with a particular emphasis on risk management, internal control and governance
strengths and weaknesses identified during the review. A management action plan is
appended to reports (where applicable) which provides management with the opportunity to
respond to the recommendation(s) raised and set out what action (risk response) they propose
to address the risk(s) identified.

Follow-up

6.9 IA follows-up all 'High' and 'Medium' risk-rated recommendations to establish if management
has taken appropriate action to address any weaknesses identified. Escalation procedures are
in place for any management responses that are judged to be inadequate in relation to the
identified risk. These procedures will ensure that the impact of not taking action (Tolerating the
risk) have been understood and accepted at a sufficiently senior management level.

Management Responsibilities

6.10 In order to be effective, the IA service requires full co-operation of senior management. 1A
is not responsible for control systems and managing risks. Responsibility for effective internal
control and management of risks rests with the management of the Council.

6.11  Senior management must also keep the IA service abreast of significant proposed changes in
processes, systems, newly identified significant risks and all suspected or detected fraud or
corruption. Senior management will also ensure that the IA service has access to sufficient
resources in order to deliver the IA plan as directed by the Audit Committee. Responsibility for
the deployment of resources in delivery of the IA plan rests with the HIA.

7. Reporting Lines

Reporting Lines

71 The Head of Business Assurance, in his role as HIA, has overall responsibility for the day to
day management of the IA service. The HIA reports administratively to the Corporate Director
of Finance.

7.2 Organisationally, the HIA reports to the Audit Committee. The HIA also has direct right of

access to the Chief Executive, Chair of Audit Committee and Leader of the Council as and
when required, as set out at para. 3.4.
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7.3 In agreement with those charged with governance, the HIA will determine the way in which
findings will be reported. Standards will be set for reporting and will include arrangements for
the review and approval of reports by the HIA before issue. Reports will be balanced, clear,
concise and constructive and will be issued within laid-down timescales.

7.4 The IA service will maintain effective relationships with management within the Council,
including consultation in the IA planning process at quarterly planning level and with respect to
individual reviews. The HIA will share information and coordinate activities with other internal
and external providers of assurance and consulting services to ensure proper coverage and
minimise duplication of efforts.

Staff Training and Development

7.5 IA will be appropriately staffed in terms of numbers, professional qualifications and experience,
having regard to the IA objectives and to the standards set out in the PSIAS. The staffing of IA
will be kept under review by the HIA and the Audit Committee.

7.6  The HIA holds a professional qualification (CMIIA, CCAB, or equivalent) and be suitably
experienced. All IA staff will be properly trained to fulfil their roles and responsibilities and they
will each maintain their professional competence through an appropriate on-going professional
development programme. When necessary, in-house IA resources will be supplemented by
external resources.

8. Other Internal Audit Work

Wider Remit of Business Assurance

8.1 The IA activity sits within the Council's Business Assurance service. The role of the Head of
Business Assurance incorporates wider responsibilities of Information Governance (as the
Council's Senior Information Risk Owner (SIRO), Business Continuity, Risk Management,
Insurance as well as Health & Safety. Whilst expanding the remit of Business Assurance we
will continue to focus on delivering consistently high quality value added IA reviews to help
services to succeed. This will be undertaken in such a way to maintain our independence and
objectivity to ensure an unbiased assessment of the Council's control environment.

Third Parties

8.2 IA may carry out assurance work for third parties (i.e. organisations outside of the Council).
Assurances provided to third parties are provided in line with the assurance provided to the
Council, as described within this document.

Consulting and Advisory Services

8.3 IA may perform consulting and advisory services related to governance, risk management and
controls as appropriate for the Council. IA may also evaluate specific operations at the request
of the Audit Committee or CMT, as appropriate. Based on its activity, IA is responsible for
reporting significant risk exposures and control issues identified to the Audit Committee/ CMT.

Anti-Fraud & Anti-Corruption

8.4 IA's role in any fraud or corruption related work will be in accordance with the Council’'s Anti-
Fraud and Anti-Corruption Strategy and with resources approved by the Audit Committee in
the Quarterly IA Plans. However, Internal Auditors will have sufficient knowledge to evaluate
the risk of fraud and the manner in which it is managed by the organisation. In addition, IA may
assist or lead, as needed, in the identification and investigation of suspected fraudulent
activities within the Council and notify Management and the Audit Committee of the results.
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8.5

8.6

8.7

Major Projects

The IA service will be informed of major projects and their progress through continued
discussion with Management and attendance at project working groups, where invited to
attend. Where a project team seeks advice or further support from the IA service, we will treat
the request as one for consultancy support and make appropriate arrangements to ensure
future objectivity is not impaired.

Risk Management

Business Assurance will be guided by the IIAs position paper on The Role of Internal Auditing
in Enterprise-Wide Risk Management and therefore Business Assurance will not undertake
any roles defined as inappropriate by that guidance. Inappropriate roles include setting the
Council’'s risk appetite, imposing a risk management process and taking on full accountability
for risk management. The position paper lists the following as legitimate roles (with
safeguards):

e Co-ordination of risk management activities;

e Consolidating risk reporting;

e Developing a risk approach for approval and its subsequent maintenance;
¢ Facilitating identification and evaluation of risks; and

e Coaching management in responding to risks.

The Council's Risk Management Policy and Guidance defines the role of Business Assurance
in relation to risk management, including safeguards put in place, which include:

e Internal separation of duties within the Business Assurance team, managed through the
roles of Business Assurance Manager and the Senior Internal Audit Manager. Any Internal
Audit review of risk management will be undertaken by an external provider to enhance
independence and objectivity in this area.

e The Cabinet holding responsibility for approving the Authority's risk management policy
statement and strategy.

e The Corporate Director of Finance, as Chief Finance Officer, being responsible for
preparing the Authority's risk management policy statement and for promoting it throughout
the authority;

e The Audit Committee will monitor and review, but not direct, the authority’s risk
management arrangements, including regularly reviewing the corporate risk register and
seeking assurances that action is being taken on risk related issues.

9.1.

9.2

Code of Ethics

IA will abide by the Code of Ethics set out in the PSIAS. |A staff are bound by the two essential
components of the Code of Ethics: 1) Principle; and 2) Rules of Conduct, applicable to the four
elements of a) Integrity; b) Objectivity; ¢) Confidentiality; and d) Competency.

IA will apply the four Attribute Standards and the seven Performance Standards set out in the
PSIAS. Any instances of non-conformance with the Code of Ethics or the PSIAS that impact
the scope or operation of IA activity will be reported to CMT and the Audit Committee. Internal
auditors will also abide by the Committee on Standards of Public Life's Seven Principles of
Public Life.
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9.3

9.4

Due Professional Care and Competency

IA staff will apply the care and skill expected of a reasonably prudent and competent internal
auditor. Due professional care does not imply infallibility.

Independence and Objectivity

The HIA will maintain and regularly review a register of the internal auditors’ declarations of
business and personal interests. If there are occasions where internal auditors undertake non-
IA activities including the development, design or implementation of systems, then that
individual will not subsequently perform an IA review of those systems.

10. Quality Assurance

10.1.

10.2

10.3

10.4

10.5

10.6

Professional Standards

The IA activity will govern itself by adherence to The Institute of Internal Auditors' mandatory
guidance including the Definition of Internal Auditing, the Code of Ethics and the International
Professional Practices Framework (IPPF), incorporating the Mandatory Standards.

This mandatory guidance constitutes principles of the fundamental requirements for the
professional practice of internal auditing and for evaluating the effectiveness of the internal
audit activities performance to ensure that engagements are performed with proficiency and
due professional care. In addition, IA will adhere to the Council's relevant policies and
procedures and the internal audit activity's standard operating procedures manual.

Staff Training and Development

All A staff will be properly trained (ref para. 7.5) to fulfil their roles and responsibilities and they
will each maintain their professional competence through an appropriate on-going professional
development programme. When necessary, in-house IA resources will be supplemented by
external resources.

Quality Assurance Improvement Programme

The work of IA will be controlled at each level of operation to ensure that a continuously
effective level of performance is being maintained. The HIA maintains a Quality Assurance and
Improvement Programme (QAIP) designed to gain assurance that the work of IA is compliant
with the PSIAS and achieves its objectives. The QAIP will cover all aspects of the IA activity,
including but not limited to:

e Client Feedback Questionnaires (CFQs) that are sent out at the completion of each audit;
e A self-assessment of the IA service each year and its compliance with the PSIAS;

e On-going internal performance monitoring and reporting by the HIA, as well as an external
assessment at least once every five years by a suitably qualified, independent assessor.

The results of the QAIP and progress against any improvement plans will be reported to Senior
Management and the Board through quarterly IA progress reports, as well as within the Annual
IA Report.

To demonstrate conformance with the Definition of Internal Auditing, the Code of Ethics and
the Standards, the results of external and periodic internal assessments are communicated
upon completion of such assessments and the results of ongoing monitoring are
communicated at least annually. The results include the assessor's or assessment team’s
evaluation with respect to the degree of conformance.
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Agenda ltem 7

Business Assurance - IA Progress Report for 2016/17 Quarter 3

(including the Quarter 4 IA Plan)
Contact Officer: Muir Laurie
Telephone: 01895 556132

REASON FOR ITEM

The attached report presents the Audit Committee with summary information on all Internal
Audit (IA) work covered in relation to 2016/17 Quarter 3 and assurance in this respect. It
also provides an opportunity for the Head of Business Assurance to highlight to the Audit
Committee any significant issues that have arisen which they need to be aware of.

Further, the report enables the Audit Committee to hold the Head of Business Assurance
to account on delivery of the Quarter 3 IA Plan and facilitates in holding management to
account for managing risk/control weaknesses identified during the course of I1A activity.

The attached report also presents the Audit Committee with the Quarter 4 I1A Plan which
has been produced in consultation with senior managers. The Plan sets out the
programme of IA coverage which is due to commence in the 1% January to 31%' March
2017 period.

OPTIONS AVAILABLE TO THE COMMITTEE

The Audit Committee is asked to note the IA Progress Report for 2016/17 Quarter 3 and
consider the Quarter 4 IA Plan and subject to any further minor amendments, approve it.

The Audit Committee should ensure that the coverage, performance and results of
Business Assurance IA activity in this quarter are considered and any additional assurance
requirements are communicated to the Head of Business Assurance.

INFORMATION

Business Assurance provides an independent appraisal and consultancy service that
underpins good governance, which is essential in helping the Council achieve its strategic
objectives and realise its vision for the borough of Hillingdon. It is also a requirement of the
Accounts and Audit (England) Regulations 2015 that the Council undertakes an adequate
and effective IA of its accounting records and of its system of internal control in
accordance with the proper practices.

New IA standards came into force on 1% April 2013, revised in April 2016, which further
promote improvement in the professionalism, quality, consistency and effectiveness of 1A
across the public sector. They stress the importance of robust, independent and objective
IA arrangements to provide senior management with the key assurances they need to
support them both in managing the organisation and in producing the Annual Governance
Statement.

LEGAL IMPLICATIONS
There are no legal implications arising directly from this report.

BACKGROUND PAPERS

The Business Assurance service holds various background research papers in relation to
the IA Plan.

Audit Committee 15 December 2016
PART | — MEMHE@%,LR}JBLIC & PRESS
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London Borough of Hillingdon Business Assurance

1. Introduction

1.1 The Role of Internal Audit

1.1.1 Internal Audit (IA) provides an independent assurance and consultancy service that
underpins good governance, which is essential in helping the Council achieve its corporate
objectives and realise its vision for the borough of Hillingdon. It is also a requirement of the
Accounts and Audit (England) Regulations 2015 that the Authority undertakes an effective
IA to evaluate the effectiveness of its risk management, internal control and corporate
governance processes, taking into account UK Public Sector IA Standards (PSIAS) or
guidance.

1.1.2 The PSIAS define the nature of IA and set out basic principles for carrying out |A within the
public sector. The PSIAS helps the Council to establish a framework for providing IA
services, which adds value to the organisation, leading to improved organisational
processes and operations.

1.2 The Purpose of the Internal Audit Progress Report to Audit Committee

1.2.1 This progress report presents the Council’'s Corporate Management Team (CMT) and Audit
Committee with summary information on 2016/17 IA assurance, consultancy and grant
claim verification work covered during the period 13" September to 6™ December 2016. In
addition, it provides an opportunity for the Head of Business Assurance, as the Council's
Head of Internal Audit (HIA), to highlight significant issues arising from IA work in Quarter 3.
It also highlights to CMT, the Audit Committee and other |A stakeholders the revisions to
the Quarter 3 IA plan since its approval in September 2016 (refer to Appendix B).

1.2.2 A key feature of the Quarter 3 IA progress report is the inclusion of the Quarter 4 IA plan
(refer to Appendix C). This has been produced in consultation with senior managers over
the last few weeks and sets out the planned programme of |IA coverage due to commence
in the 1% January to 31% March 2017 period.

2. Executive Summary

2.1 Since the last IA Progress Report to CMT and the Audit Committee in September 2016, 10
assurance reviews have concluded (including 2 follow-ups), 1 consultancy review has
been finalised and 1 grant claim has been certified. We are therefore nearing completion
of the programme of IA work for Quarters 1 and 2, with significant progress made on
Quarter 3.

2.2 Our work on the 2016/17 Quarter 3 IA plan commenced on 1% October and work is now
well underway on all Quarter 3 planned work (refer to Appendix A) with positive progress
made. It should however be noted that whilst we have maintained capacity during the
quarter, we have lost resource through an internal secondment to Business Improvement
which, in addition to a changing skills mix within the team, has impacted delivery within the
quarter. We are confident that the enhanced robustness of IA resource through recent
recruitment exercises will enable delivery of the 2016/17 plan despite continuing requests
for business assurance advice and expertise to undertake supplementary work.

2.3 Key assurance reviews finalised this quarter have included Physical Access Controls
(including Security Arrangements), Lease Agreements and Sheltered Housing. One
assurance audit finalised in this quarter received a NO assurance opinion with a further
three reviews receiving a assurance opinion over the management of the key
risks. These results are in line with our expectations and the risk-based approach which we
deploy. Specifically, IA resources have been targeted on the areas of the highest risk as
part of a reduced IA assurance programme. Positive action has been proposed by
management to address all of the HIGH and risk recommendations raised within
each respective review and these will be followed-up by us in due course.

IA Progress Report - 2016/17 Quarter 3 & 2016/17 Quarter|4 mﬁs 3.



London Borough of Hillingdon Business Assurance

24 The consultancy work within Business Support / Technical Admin in relation to data
protection was a significant piece of work for us this quarter. A also continues to undertake
a variety of valuable advisory work across the Council. Further details of all IA work carried
out in this period are included section 3 of this report.

3. Analysis of Internal Audit Activity in 2016/17 Quarter 3

3.1 Assurance Work in Quarter 3

3.1.1 All IA assurance reviews carried out in the financial year to date are individually listed at
Appendix_A. This list details the assurance levels achieved (in accordance with the
assurance level definitions outlined at Appendix D) and provides an analysis of
recommendations made (in accordance with the recommendation risk categories outlined
at Appendix D). During this quarter 8 2016/17 IA assurance reviews have been completed
to final report stage (excluding follow-ups), with 3 others progressed to draft report stage
and 12 reviews at the testing stage. In addition, 2 follow-ups reviews have been finalised
this quarter (refer to Appendix A for details).

3.1.2 Key assurance reviews finalised this quarter have included Physical Access Controls
(including Security Arrangements), Lease Agreements, Sheltered Housing and the Anti
Social Behaviour and Investigations Team (ASBIT). For Physical Access Controls
including Security Arrangements we raised 3 HIGH and § risk
recommendation and gave an overall NO assurance opinion. We are aware that a number
of the issues highlighted within our report are intrinsic to the Civic Centre and, due to the
current austerity measures imposed, may be risk tolerated by management due to the cost
benefit provided. However, we have identified numerous and significant gaps in relation to
physical access controls and security arrangements at the Civic Centre.

3.1.3 Specifically, our testing identified a combination of preventative and detective control gaps
which consequently mean there are considerable opportunities for an unauthorised person
to gain access to restricted staff areas. The high likelihood of physical access controls
being breached substantially increases the opportunity for Council assets to be
misappropriated and/or damaged; in addition to compromising the safe working
environment for Council staff, Councillors and visitors.

3.1.4 The IA review of Lease Agreements raised 1 HIGH and 1 risk recommendation.
Our testing highlighted that there is an absence of centrally held lease records. Whilst
records were maintained by the various service areas across the Council, these were found
to be inconsistent in terms of the accuracy and completeness of information. In order to
assess for value for money, we reviewed a sample of tenders with our testing finding that
leases consistently continue to run after contract expiry and we were therefore unable to
provide assurance that these historic lease arrangements continue to provide value for
money to the Council, and therefore an overall assurance opinion was provided.

3.1.5 The IA review of Sheltered Housing raised 3 HIGH and 6 risk recommendations,
with a assurance opinion provided. This review highlighted that there are many
areas of the Sheltered Housing (SH) service which we consider to require management
attention. However, at the time of review the service was under consultation which may
have had an impact on the service and the control environment. We found that there were
documented procedures and guidance manuals in critical need of review, with gaps
identified in relation to mandatory training and health and safety compliance.

3.1.6 During our review of the application and assessment process, we noted gaps in supporting
documentation and it was apparent that several pieces of evidence to support the SH
applications were not stored on the Civica document management system. In addition, we
believe the SH assessment process itself requires review to ensure that complete,
accurate, relevant and timely information is captured to ensure the appropriate approval
and allocation of the service user.
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London Borough of Hillingdon Business Assurance

3.1.7 The IA review of the ASBIT raised 1 HIGH and 4 risk recommendations, with a
assurance opinion provided. This review highlighted a distinct lack of consistency
in how onyx is operated throughout the team, significantly reducing the integrity and quality
of data within the system. Management are aware of some of the historic issues highlighted
below and have actively sought a new IT solution, CIVICA APP, which is at an advanced
stage of implementation scheduled for December 2016.

3.1.8 Due to reported onyx system functionality issues the service lacks a performance
management culture with no robust or formal mechanisms in place to monitor and report
performance information to key stakeholders. The absence of management information
prevents ASBIT management from fully scrutinising the workload and performance of the
Service. This coupled with the absence of regular training and execution of quality spot
checks appears to be impacting the accuracy within the system, as well as the quality and
quantity of management information.

3.1.9 Other assurance reviews finalised this quarter included Fees and Charges, Corporate
Debtors, Council Stores and the Effectiveness of the Audit Committee (which is being
reported as a separate agenda item to the Audit Committee). Each of these three reviews

provided a assurance opinion and together raised 20 , 12 LOW
risk recommendations. Positive management action has been proposed to address all
HIGH and risk recommendations raised this quarter.

3.1.10 Further, as at 6™ December, 3 assurance reviews have been progressed to draft report
stage, 12 at the testing stage with 1 at planning stage. The summary results of these 16
assurance audits will be included in the Quarter 4 progress report due to be presented to
Audit Committee on 16™ March 2017.

3.2 Consultancy Work in Quarter 3

3.2.1 IA continues to undertake a variety of consultancy work across the Council. The
consultancy coverage includes IA staff attending working and project groups, whilst
ensuring they are clear about whether they are attending in an assurance or advisory
capacity. This type of approach continues to help increase |A’'s knowledge of corporate
developments that feed into the risk based deployment of IA resource on assurance work.
Also, participation in working and project groups as well as secondments within the Council
continues to help individual IA staff develop, whilst at the same time increasing the value I1A
provides to the Council.

3.2.2 Due to the nature of consultancy work, we do not provide an assurance opinion or formal
recommendations for management action. However, as part of our advisory reports and
memos we do provide specific observations and improvement suggestions for senior
management to consider. Attached at Appendix A is a list of consultancy work carried out
in Quarter 3 with 1 consultancy review completed within the period. A further 2
consultancy reviews were added to the Quarter 3 IA plan as detailed at Appendix B.

3.2.3 |A was requested to provide independent assurance that following two very similar Data
Protection (DP) breaches within the remit of Business Support / Technical Admin in the
space of a few months earlier this year. Overall, we concluded that since the occurrence of
the first and second incidents, processes have been enhanced and along with the further
planned improvements, the control framework has been sufficiently strengthened. These
improvements will help prevent a reoccurrence of a similar incident in the future, providing
the processes now in place continue to be adhered to.

3.3 Grant Claim Verification Work in Quarter 3

3.3.1 During this quarter IA has also assisted the Council in certifying three grant claims. As
detailed at Appendix A, IA continues to carry out verification work on the Troubled
Families Grant as well as undertaking verification work regarding the Disabled Facilities
Grant (DFG), which equates to £1.76m within the quarter.
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3.3.2 The DFG provides a framework for local authorities to provide mandatory grants for
housing adaptations for disabled people to enable them to live independently in their own
homes, whether they be privately owned, rented or social housing. Our DFG certification
work confirmed compliance, in particular expenditure, against the set grant conditions. As a
result of our testing, we are pleased to state that the grant claim to Department for
Communities and Local Government (DCLG) was signed off by the HIA and Chief
Executive, prior to the 30" September 2016 deadline, with an unqualified opinion.

3.3.3 There has been one other grant claim verification work undertaken within the quarter in
relation to the Hillingdon Teaching Schools Alliance (HTSA). This work, currently at testing
stage, was an addition to the Quarter 3 IA Plan detailed at Appendix B.

3.4 Follow-up of Previous Internal Audit Recommendations in Quarter 3

3.4.1 |A continues to monitor all HIGH and risk recommendations raised, through to the
point where the recommendation has either been implemented, or a satisfactory alternative
risk response has been proposed by management. In addition to this, we have taken a
renewed approach to follow-up work within the year, actively following up on prior
or No assurance reports within 6 months to a year after their issue. This approach provides
additional assurance to CMT and the Audit Committee over the implementation of IA
recommendations and whether the control environment is now operating as intended.

3.4.2 Attached at Appendix A is a list of follow-up work carried out in Quarter 3. This highlights
that 2 follow-up reviews have been completed within the period, with one further review
currently at an advanced stage. The two follow-up reviews completed this quarter were on
the assurance 2015/16 review of Deprivation of Liberty Safeguards and 2015/16
IA consultancy review of Library Imprest Accounts.

3.4.3 Within the Deprivation of Liberty Safeguards follow-up we are pleased to report that all 6
recommendations raised were deemed Implemented as at 13" October 2016. The IA
follow up review of the Library Imprest Accounts concluded that only 1 out of 6
improvement suggestions were deemed Implemented at the time of this review. Further
action is required to ensure that the associated risks are being appropriately controlled in
the remaining five suggested improvements raised.

3.4.4 Due to the lack of action taken to address identified weaknesses, it has been agreed with
management that the improvement suggestions deemed not implemented will be tracked
on TeamCentral against the agreed implementation date. Thus, we will monitor the
implementation against each of these five improvement suggestions through this dedicated
resource to ensure a robust control environment is in place, providing assurance to CMT
and the Audit Committee on the progress made.

3.5 Other Internal Audit Work in Quarter 3

3.5.1  We continue to undertake a quarterly approach to IA planning to ensure emerging risks and
new areas of concern are captured, particularly within the fast changing environment the
Council operates in. Over the last month we have undertaken our risk based planning
meetings, alongside operational and corporate risk discussions due to the synergies
between these two functions. Further to this, we have produced the detailed operational IA
plan for Quarter 4 (refer to Appendix C) in consultation with management.

3.5.2 This quarterly planning cycle helps ensure that IA resources are directed in a more flexible
and targeted manner, maximising resources as well as benefiting our stakeholders.

3.5.3 Within the quarter, and following the recent review of the effectiveness of IA, we have
undertaken a review of audit evidence as part of our Quality Assurance and
Improvement Programme (QAIP). The QAIP is designed to provide assurance that IA
work continues to be fully compliant with the UK PSIAS and also helps enable the ongoing
performance monitoring and improvement of |1A activity.
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3.5.4 This review identified a small number of instances where audit evidence, supporting the
recommendations raised and/or assertions made, was saved on the shared drive rather
than on the TeamMate file. This issue has been highlighted and communicated to the team
with an evidence based training exercise provided at a recent Business Assurance team
meeting.

4. Analysis of Internal Audit Performance in 2016/17 Quarter 3

4.1 The IA Key Performance Indicators (KPIs) measure the quality, efficiency and effectiveness
of the IA service. They assist IA and the Council in helping measure how successful IA has
been in achieving its strategic and operational objectives. We believe that these KPlIs to be
meaningful and provide sufficient challenge to the service. They measure the quality,
efficiency and effectiveness of the |IA service and thus assist us in providing an added value
assurance and consulting service to our range of stakeholders. Cumulative performance
against KPIs in the 1 April to 6™ December 2016 period is highlighted in the table below:

KPI Performance Measure Target Actual RAG

Ref. Performance Performance Status
2016/17 HIGH risk 1A

KPI 1 | recommendations where positive 98% 100% GREEN
management action is proposed
2016/17 risk 1A

KPI 2 | recommendations where positive 95% 100% GREEN

management action is proposed

2016/17 HIGH risk 1A
KP| 3 recommendatlon§ where 90% 100% GREEN
management action is taken

within agreed timescale

2016/17 risk 1A
KP| 4 recommendatlon§ where 75% 91% GREEN
management action is taken

within agreed timescale

Percentage of annual (Q1 to Q4)
KPI 5 | IA Plan delivered to draft report 90% 90% GREEN
stage by 31% March

Percentage of annual (Q1 to Q4)
KPI 6 | IA Plan delivered to final report 80% 80% GREEN
stage by 31% March

Percentage of draft reports
KPI 7 | issued as a final report within 15 75% 50% RED
working days

Client Satisfaction Rating (from

o o,
KPI 8 CFQs) 85% 85% GREEN
IA work fully compliant with the
KPI19 | UK PSIAS and IIA Code of 100% 100% GREEN

Ethics

4.2 Performance against KPI 7 is currently being reported as RED. This is primarily due to six
instances where management responses to the draft reports have not been received within
the set timescales. Whilst we facilitate this process, we are reliant on timely management
responses to achieve this indicator. On 4 of the 12 assurance reviews finalised to date, we
experienced significant delays receiving management responses.
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4.3 The time taken to finalise final reports from draft stage is on average 20 working days, an
increase of 9 days from the quarter 2 progress report. Due to historic non performance
against KPI 7 we have commenced providing greater oversight of compliance against this
KPI to Corporate Directors as part of a quarterly IA dashboard, reporting a snapshot of IA
performance at a Group level.

44 We are currently exceeding several of our KPI targets, including achieving the ambitious
KPI 8, Client Satisfaction Rating which we are hopeful will continue throughout the
remainder of the year as the volume of CFQ feedback increases. In addition, due to the
increasing trend of consultancy reviews undertaken within the service, we have
commenced sending formal CFQs for consultancy reviews within the quarter. This should
therefore provide an accurate quantitative indicator as to the value and quality of the range
of services provided by IA.

4.5 KPI 9 refers to the IA process complying with the PSIAS and the IIA Code of Ethics. We
have a duty to complete reviews within these guidelines, which is encompassed in our IA
and management review processes. This is reported as 100% compliant following the
annual Effectiveness of IA review. However, our External Quality Assessment (EQA),
scheduled for January 2017, will provide an enhanced value against this KPI.

5. Forward Look

5.1 A key member of the IA team is due to leave the Council later this month, moving to an IT
audit role within the banking industry. Given the recent recruitment exercise for a Trainee
Internal Auditor, in line with the recently updated IA Strategy 2015-20, we are looking at a
number of recruitment options to fill the resulting vacancy in the team providing other
members of the IA team with an opportunity to take on more responsibility.

5.2 [IA Standard 1312-1 states that an IA service must undergo an external quality assessment
(EQA) at least once every five years by a qualified, independent assessor or assessment
team from outside the organisation. In response to this requirement, most London
authorities have signed up to a partnership arrangement whereby each HIA carries out an
external review of another London authority. We are awaiting to confirm arrangements and
timing with the HIA from the London Borough of Lambeth who will be carrying out the
assessment of our |A service. The review is expected to take place over 5 days and will be
conducted within existing 1A resources.

5.3 IA would like to take this opportunity to formally record its thanks for the co-operation and
support it has received from the management and staff of the Council during Quarter 3.
There are no other matters that the HIA needs to bring to the attention of CMT or the Audit
Committee at this time.

Muir Laurie FCCA, CMIIA
Head of Business Assurance

6" December 2016
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London Borough of Hillingdon Business Assurance

APPENDIX D

INTERNAL AUDIT ASSURANCE LEVELS AND DEFINITIONS

ASSURANCE LEVEL DEFINITION

There is a good level of assurance over the management of the
key risks to the Council objectives. The control environment is robust
with no major weaknesses in design or operation. There is positive
assurance that objectives will be achieved.

SUBSTANTIAL

There is a reasonable level of assurance over the management of
the key risks to the Council objectives. The control environment is in
need of some improvement in either design or operation. There is a
misalignment of the level of residual risk to the objectives and the
designated risk appetite. There remains some risk that objectives
will not be achieved.

There is a limited level of assurance over the management of the
key risks to the Council objectives. The control environment has
significant weaknesses in either design and/or operation. The level
of residual risk to the objectives is not aligned to the relevant risk
appetite. There is a significant risk that objectives will not be
achieved.

There is no assurance to be derived from the management of key
risks to the Council objectives. There is an absence of several key
elements of the control environment in design and/or operation.
NO There are extensive improvements to be made. There is a
substantial variance between the risk appetite and the residual risk
to objectives. There is a high risk that objectives will not be
achieved.

1. Control Environment: The control environment comprises the systems of governance, risk
management and internal control. The key elements of the control environment include:

e establishing and monitoring the achievement of the authority’s objectives;
¢ the facilitation of policy and decision-making;

e ensuring compliance with established policies, procedures, laws and regulations — including
how risk management is embedded in the activity of the authority, how leadership is given
to the risk management process, and how staff are trained or equipped to manage risk in a
way appropriate to their authority and duties;

e ensuring the economical, effective and efficient use of resources, and for securing
continuous improvement in the way in which its functions are exercised, having regard to a
combination of economy, efficiency and effectiveness;

¢ the financial management of the authority and the reporting of financial management; and

o the performance management of the authority and the reporting of performance
management.

2. Risk Appetite: The amount of risk that the Council is prepared to accept, tolerate, or be
exposed to at any point in time.

3. Residual Risk: The risk remaining after management takes action to reduce the impact and
likelihood of an adverse event, including control activities in responding to a risk.
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London Borough of Hillingdon Business Assurance

APPENDIX D (cont’d)

INTERNAL AUDIT RECOMMENDATION RISK RATINGS AND DEFINITIONS

RISK DEFINITION

The recommendation relates to a significant threat or opportunity that impacts
the Council’s corporate objectives. The action required is to mitigate a substantial
HIGH . ) : . : o .
° risk to the Council. In particular it has an impact on the Council’s reputation,
statutory compliance, finances or key corporate objectives. The risk requires
senior management attention.

The recommendation relates to a potentially significant threat or opportunity
that impacts on either corporate or operational objectives. The action required is
to mitigate a moderate level of risk to the Council. In particular an adverse impact
on the Department’s reputation, adherence to Council policy, the departmental
budget or service plan objectives. The risk requires management attention.

The recommendation relates to a minor threat or opportunity that impacts on

LOW operational objectives. The action required is to mitigate a minor risk to the

Council as a whole. This may be compliance with best practice or minimal

o impacts on the Service's reputation, adherence to local procedures, local budget
or Section objectives. The risk may be tolerable in the medium term.

NOTABLE The activity reflects current best management practice or is an innovative
PRACTICE response to the management of risk within the Council. The practice should be
() shared with others.

IA Progress Report - 2016/17 Quarter 3 & 2016/17 Quarterj Ii g’an 22.



Agenda ltem 9

NATIONAL SCHEME FOR AUDITOR APPOINTMENTS

Contact Officer: Nancy Leroux
Telephone: 01895 205353

SUMMARY

Under the Local Audit and Accountability Act 2014 the Audit Commission was
abolished and new arrangements established to audit local public bodies. The
act sets out the new regime for local authority audits and reforms the way audit is
procured by Councils. An external auditor for the audit of the Council's accounts
for 2018/19 must be appointed before the end of 2017.

Council's may make the appointment themselves, or in conjunction with other
bodies, or they can take advantage of a national collective scheme. The decision
on the Council's approach is required to be taken by Full Council and to align
with the timetable for decision making a report will need to go to the January
meeting of Full Council.

There are significant advantages to be gained from opting in to the national
scheme and this report explains the role of Public Sector Audit Appointments
Limited (PSAA), who has been given the role of appointing local auditors under
the national scheme. It also outlines a timetable for appointing auditors under
the scheme. The Council has been formally invited to opt into these
arrangements and should the Council decide to join, then a formal acceptance by
Council is required by 9 March.

RECOMMENDATIONS

The committee is asked to note the contents of the report and the
recommendation to Council to formally opt in to the national scheme for
appointing local authority auditors.

INFORMATION

Information on the national scheme: Public Sector Audit Appointments
Limited (PSAA)

PSAA are a not-for-profit company established by the Local Government
Association (LGA). They administer the current audit contracts, let by the Audit
Commission before it closed.

The PSAA have the support of the LGA, which has worked to secure the option
for principal local government and police bodies to appoint auditors through a
dedicated sector-led national procurement body. They have established an
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advisory panel, drawn from representative groups of local government and police
bodies, to give access to your views on the design and operation of the scheme.

PSAA have been specified by the Secretary of State for Communities and Local
Government as the appointing person for principal local government bodies. This
means that they will make auditor appointments to principal local government
bodies that choose to opt into the national appointment arrangements they will
operate for audits of the accounts from 2018/19.

PSAA will appoint an auditor for all opted-in authorities for each of the five
financial years beginning from 1 April 2018, unless the Secretary of State
chooses to terminate their role as the appointing person beforehand. He or she
may only do so after first consulting opted-in authorities and the LGA.

What the appointing person scheme will offer

PSAA are committed to making sure the national scheme will be an excellent
option for auditor appointments. They intend to run the scheme in a way that will
save time and resources for local government bodies. A collective procurement,
which they will carry out on behalf of all opted-in authorities, will enable PSAA to
secure the best prices, keeping the cost of audit as low as possible for the bodies
that choose to opt in, without compromising on audit quality. Their current role
means they have a unique experience and understanding of auditor procurement
and the local public audit market.

Using the scheme will avoid the need for Councils to:

e establish an audit panel with independent members;
¢ manage their own auditor procurement and cover its costs;

e monitor the independence of their appointed auditor for the duration of the
appointment;

e deal with the replacement of any auditor if required; and
e manage the contract with their auditor.

The PSAA scheme will endeavour to appoint the same auditors to other opted-in
bodies that are involved in formal collaboration or joint working initiatives. They
will also try to be flexible about changing an auditor during the five-year
appointing period if there is good reason, for example where new joint working
arrangements are put in place.

Securing a high level of acceptances to the opt-in invitation will provide the best
opportunity for PSAA to achieve the most competitive prices from audit firms.
The LGA has previously sought expressions of interest in the appointing person
arrangements, and received positive responses from over 270 relevant
authorities. They ultimately hope to achieve participation from the vast majority of
eligible authorities.
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High quality audits

The Local Audit and Accountability Act 2014 provides that firms must be
registered as local public auditors with one of the chartered accountancy
institutes acting in the capacity of a Recognised Supervisory Body (RSB). The
quality of registered firms’ work will be subject to scrutiny by both the RSB and
the Financial Reporting Council (FRC), under arrangements set out in the Act.

PSAA will:
e only contract with audit firms that have a proven track record in
undertaking public audit work;

¢ include obligations in relation to maintaining and continuously improving
quality in their contract terms and in the quality criteria in their tender
evaluation;

e ensure that firms maintain the appropriate registration and will liaise
closely with RSBs and the FRC to ensure that any quality concerns are
detected at an early stage; and

e take a close interest in your feedback and in the rigour and effectiveness
of firms’ own quality assurance arrangements.

They will also liaise with the National Audit Office to help ensure that guidance to
auditors is updated as necessary.

Procurement strategy

In developing a procurement strategy for the contracts with audit firms, PSAA will
have input from the advisory panel they have established. The panel will assist
PSAA in developing arrangements for the national scheme; provide feedback on
proposals as they develop, and helping maintain effective channels of
communication. PSAA think it is particularly important to understand Council's
preferences and priorities, to ensure they develop a strategy that reflects
customer's needs within the constraints set out in legislation and in professional
requirements. In order to secure the best prices they are minded to let audit
contracts:

e for 5 years;

e in 2 large contract areas nationally, with 3 or 4 contract lots per area,
depending on the number of bodies that opt in; and

e to a number of firms in each contract area to help them manage
independence issues.

The value of each contract will depend on the prices bid, with the firms offering
the best value being awarded larger amounts of work. By having contracts with a
number of firms, they will be able to manage issues of independence and avoid
dominance of the market by one or two firms. Limiting the national volume of
work available to any one firm will encourage competition and ensure the plurality
of provision.
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Auditor appointments and independence

Auditors must be independent of the bodies they audit, to enable them to carry
out their work with objectivity and credibility, and in a way that commands public
confidence. PSAA plan to take great care to ensure that every auditor
appointment passes this test. They will also monitor significant proposals for
auditors to carry out consultancy or other non-audit work, to protect the
independence of auditor appointments. They will consult on the appointment of
auditors, most likely from September 2017. Auditor appointments for the audit of
the accounts of the 2018/19 financial year must be made by 31 December 2017.

Fee scales

PSAA will ensure that fee levels are carefully managed by securing competitive
prices from firms and by minimising their own costs. Any surplus funds will be
returned to scheme members under our articles of association and their
memorandum of understanding with the Department for Communities and Local
Government and the LGA.

Costs for setting up and managing the scheme will need to be covered by audit
fees. PSAA expect their annual operating costs will be lower than their current
costs as they expect to employ a smaller team to manage the scheme. They are
intending to fund an element of the costs of establishing the scheme, including
the costs of procuring audit contracts, from local government’s share of their
current deferred income. They think this is appropriate because the new scheme
will be available to all relevant principal local government bodies.

PSAA will pool scheme costs and charge fees to audited bodies in accordance
with a fair scale of fees which have regard to size, complexity and audit risk,
most likely as evidenced by audit fees for 2016/17. Pooling means that everyone
in the scheme will benefit from the most competitive prices. Fees will reflect the
number of scheme participants — the greater the level of participation, the better
the value represented by the scale fees.

Scale fees will be determined by the prices achieved in the auditor procurement
that PSAA will need to undertake during the early part of 2017. Contracts are
likely to be awarded at the end of June 2017, and at this point the overall cost
and therefore the level of fees required will be clear. They expect to consult on
the proposed scale of fees in autumn 2017 and to publish the fees applicable for
2018/19 in March 2018.

Opting in

The closing date for opting in is 9 March 2017 and the formal approval process is
a decision made by the members of an authority meeting as a whole.
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Timetable

The draft timeline for the new arrangements:

Closing date for receipt of notices to opt in 9 March 2017

Contract notice published 20 February 2017
Award audit contracts End of June 2017
Consult on and make auditor appointments End of December 2017
Consult on and publish scale fees End of March 2018

LEGAL IMPLICATIONS
There are no legal implications arising from this report.
BACKGROUND PAPERS

None
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Agenda ltem 10

Internal Audit - Effectiveness of the Audit Committee 2016/17

Contact Officer: Muir Laurie
Telephone: 01895 556132

REASON FOR ITEM
An effective and independent Audit Committee is a key element in the Council's

corporate governance and risk management framework. An effective Audit Committee
leads to improved internal control, risk management and financial reporting.

Best practice guidance states that in order for the Audit Committee to be fully effective
and therefore able to provide meaningful advice and assurance to the Council, its
Members need to be independent, diligent, knowledgeable, and receive relevant, timely
and reliable information. The guidance also sets out that Audit Committee Members
must be in a position to feel able to challenge Directors and the Cabinet, as well as draw
attention to any significant governance weaknesses.

In addition, the guidance states that the Audit Committee should have clear reporting
lines and unrestricted rights of access to other Council committees and senior managers
(as required/ appropriate). The Audit Committee should also have sufficient
administrative support and access to all relevant and timely information.

OPTIONS AVAILABLE TO THE COMMITTEE

The Audit Committee is asked to review and discuss the findings, conclusions and
recommendations presented and the management action proposed in the final report.

INFORMATION

The report aims to provide independent, objective assurance to the Council over the
Effectiveness of the Audit Committee. Specifically Internal Audit (IA) reviewed the
following key areas:

e Terms of Reference;

¢ Independence & Membership;

e Members Skills, Training & Development;

¢ Audit Committee Meetings - Review of key documentation;
e Audit Committee Benchmarking; and

e Follow-up of recommendations arising from the 2014/15 IA Assurance Review.
LEGAL IMPLICATIONS

There are no legal implications arising directly from this report.

BACKGROUND PAPERS

Final IA Assurance Report - Effectiveness of the Audit Committee, published on 24"
June 2015.

Audit Committee 15 December 2016
PART | - MEMBERS, PUBLIC & PRESS
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BUSINESS ASSURANCE
Final Internal Audit Assurance Report 2016/17

Effectiveness of Audit Committee

18" November 2016

Overall IA Assurance Opinion:

Recommendation Overview:

Medium Risk 4

T E

Review Sponsor:

Fran Beasley Chief Executive and Corporate Director of Administration

Report Distribution:

All Audit Committee Members (including the Independent Chairman
and substitute Audit Committee Members)

Audit Committee
Lloyd White Head of Democratic Services
Khalid Ahmed Democratic Services Manager

Muir Laurie Head of Business Assurance

Ownership of all final Internal Audit assurance reports rests with the relevant Audit Sponsor.
However, we will disclose final Internal Audit assurance reports to the Audit Committee upon their

specific request.
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1. Introduction

1.1

1.2

This risk based Internal Audit (I1A) assurance review forms part of the 2016/17 Quarter 2 |A
Operational Plan, presented to Audit Committee on 12" July 2016. The purpose of this
review is to provide assurance to the Corporate Management Team (CMT) and the
Audit Committee over the key risks in relation to the Effectiveness of the Audit
Committee, as follows:

e The scope of work to be performed by the Audit Committee is not suitably defined in the
Terms of Reference and therefore it may not encompass all the assurance needs of the
Council and the Cabinet. As a result there is an increased risk that the Audit Committee
is not performing its role and responsibilities in line with best practice guidelines;

e The Audit Committee members are not suitably independent and objective, resulting in
potential biased and ineffective decisions being made. Members may not have a good
understanding of the Council's objectives, priorities, risks and strategies and therefore
decision making by the Audit Committee may not be suitably aligned;

e The Audit Committee does not contain or have at its disposal an appropriate mix of
skills or its Members may not have been adequately trained. Consequently, there is a
risk that Members may not be able to perform their duties effectively and fulfil the
requirements of their role, which may result in reputational damage for the council;

e The Audit Committee does not effectively support the Council by reviewing and
scrutinising the completeness of key documentation to satisfy their needs, and by
reviewing the reliability and integrity of documentation. As a result, the Council may be
in breach of their statutory obligations which could cause reputational damage or
financial loss for the Council;

e The Audit Committee does not engage effectively with financial and performance
reporting issues, and with the work of key stakeholders, primarily IA and External Audit;
Furthermore, the Audit Committee may not communicate effectively with the Council’s
CMT, Cabinet and other stakeholders. This may result in a loss of public money
resulting in adverse public reaction and reputational loss; and

e The Audit Committee's reputational image amongst other local authorities audit
committee's is considered weak and ineffective in its role, scrutiny, decision making and
therefore may result in further adverse reputational damage for the Council.

This report is produced on an exception basis, highlighting the key aspects from the IA
assurance review to management. Further detailed findings are available upon specific
request.

2. Background

2.1

2.2

2.3

An effective and independent Audit Committee (AC) is a key component of the Council's
corporate governance and risk management framework. The purpose of an AC is to
provide those charged with governance independent assurance on the adequacy of the risk
management framework, the internal control environment and the integrity of the financial
reporting and annual governance processes.

An effective AC leads to improved internal control, risk management and financial reporting.
It provides a forum for discussing key issues raised by IA and External Audit, working
independently to provide assurance to the Council.

CIPFA best practice guidance states that in order for the AC to be fully effective and
therefore able to provide meaningful advice to the Council, its Members need to be
independent, diligent, knowledgeable, and receive relevant, timely and reliable information.
This guidance also indicates that AC Members must be in a position to challenge Directors
and the Cabinet and draw attention to any governance weaknesses.

Effectiveness of the Audit Committee — Final IA Assurancepéagét gg 6/17 Page 1
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2.5

Best practice guidance also states the AC should have clear reporting lines and
unrestricted rights of access to other Council committees and senior managers (as
required). In addition, the AC will have sufficient administrative support and access to all
relevant and timely information.

The AC currently comprises of five members including an independent Chair. The
remainder of the Committee, in accordance with best practice, is representative of the
political make up of the Council which helps to ensure that no political agenda is given
priority at meetings with decisions made by the Committee are free from political influence.

3. Executive Summary

3.1

3.2

3.3

3.4

3.5

3.6

3.7

Overall, the IA opinion is that we are able to give assurance over the key
risks to the achievement of objectives for Effectiveness of the AC. Definitions of the IA
assurance levels and IA risk ratings are included at Appendix C.

We were pleased to confirm that the AC's Terms of Reference (located within the Council's
Constitution) is appropriately made available to its users in addition to being presented
within each meeting agenda. It was however identified that the Terms of Reference has not
been subject to review since May 2013.

In addition, AC report packs are issued to members six working days in advance of a
meeting, which is in line with best practice and provides sufficient time to allow AC
members to review reports ahead of meetings. Furthermore, it was confirmed through our
bench-marking exercise against nine other local authorities that relevant and appropriate
documentation is provided to the AC for review.

It was confirmed that the composition of the committee is in line with the Constitutional
requirements, with four elected Councillors and an independent Chairman and the Vice-
Chair from the maijority group. However, a bench-marking exercise, assessing LBH against
nine other local authorities, identified that an average committee membership consisted of
six Members. With quorate currently requiring four members, there is an increased
likelihood of AC meetings being delayed or cancelled. Assessment of Member's attendance
to the first AC meeting of 2016/17 (12" July 2016) was the lowest with only two Members
present and therefore requiring two substitutes to meet quorum requirements.

We undertook a review of the last six meetings of the AC and noted that, due to unforeseen
circumstances, two Members, including the Independent Chairman, were unable to attend
two of the last six AC meetings. We are aware that the Council's Constitution (Section
2.05b) places responsibilities on Members and co-opted Members for meeting attendance.
Further, upon discussion of this issue with Democratic Services, we were advised that no
role description is in place for the Independent Chairman, outlining their role,
responsibilities and the Council's expectations.

Declarations of interests are initially completed by members following election via the
"Register of Interest Form", which we were able to confirm evidence of for all four elected
committee members. It was however noted that the Independent Chairman's latest
declaration was completed in November 2014. In addition, any conflicts of interests arising
through meeting agenda items are required to be declared at the commencement of the AC
meeting and recorded within meeting minutes. Review of the last six committee minutes
identified one instance where there was no record within the meeting minutes that the
agenda item "Declaration of Interests" was discussed.

During the assurance review, we concluded that, whilst AC Members inherently possess
key attributes required of committee Members, there is still a requirement to understand
relevant service areas across the Council where further specific AC related training is
necessary. AC Members had previously been consulted on a Skills Matrix developed by the
Head of Business Assurance (HBA).
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Whilst there was some appetite from Committee Members for this, we note this has not
been progressed further by Democratic Services. The Skills Matrix would help in the
identification of specific AC training requirements and help inform a tailored Training and
Development Plan (T&DP) for AC Members. This gap, coupled with the limited induction
process upon appointment, may impact the effectiveness of the Audit Committee.

As recorded within the AC's ToR, an Annual Report is required to be submitted to Full
Council on the activities of the AC. It was confirmed that this was last completed and
submitted to AC in 2013/14, although was not subsequently presented to Full Council for
consideration. In addition, no annual report has been produced by the AC and reported to
Council for 2014/15 or 2015/16.

It was also identified that a formal assurance mapping exercise to identify the sources of
assurance from across the Council is currently not in place. This was also raised within the
IA 15/16 Assurance Review of the Effectiveness of the AC and the recent IA 16/17
Assurance Review of the Effectiveness of IA. As a result we will not be re-raising this
recommendation within this assurance review.

The detailed findings and conclusions of our testing which underpin the above IA opinion
have been discussed at the exit meeting with the Head of Democratic Services and the
Democratic Services Manager and are available to management upon specific request. The
key findings and IA recommendations raised in respect of the risk and control issues
identified are set out in the Management Action Plan included at Appendix A. Good
practice suggestions and notable practices are set out in Appendix B of the report.

4. Acknowledgement

4.1

Business Assurance would like to formally thank all of the officers contacted during the
course of this review for their co-operation and assistance. In particular the Democratic
Services Manager, whose advice and help were gratefully appreciated.

5. Business Assurance Contact Details

This audit was led by: Priyanka Mittal

Senior Internal Auditor

This audit was reviewed by: Elaine Polton CPFA

Assistant Internal Audit Manager

Thank you,

Martyn White, CIA
Senior Internal Audit Manager
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APPENDIX C

INTERNAL AUDIT ASSURANCE LEVELS AND DEFINITIONS

ASSURANCE LEVEL DEFINITION

There is a good level of assurance over the management of the key
risks to the Council objectives. The control environment is robust with
no major weaknesses in design or operation. There is positive
assurance that objectives will be achieved.

SUBSTANTIAL

There is a reasonable level of assurance over the management of the
key risks to the Council objectives. The control environment is in need
of some improvement in either design or operation. There is a
misalignment of the level of residual risk to the objectives and the
designated risk appetite. There remains some risk that objectives will
not be achieved.

There is a limited level of assurance over the management of the key
risks to the Council objectives. The control environment has significant
LIMITED weaknesses in either design and/or operation. The level of residual risk
to the objectives is not aligned to the relevant risk appetite. There is a
significant risk that objectives will not be achieved.

There is no assurance to be derived from the management of key risks
to the Council objectives. There is an absence of several key elements
of the control environment in design and/or operation. There are
extensive improvements to be made. There is a substantial variance
between the risk appetite and the residual risk to objectives. There is a
high risk that objectives will not be achieved.

NO

1. Control Environment: The control environment comprises the systems of governance, risk
management and internal control. The key elements of the control environment include:

establishing and monitoring the achievement of the authority’s objectives;
the facilitation of policy and decision-making;

ensuring compliance with established policies, procedures, laws and regulations — including
how risk management is embedded in the activity of the authority, how leadership is given
to the risk management process, and how staff are trained or equipped to manage risk in a
way appropriate to their authority and duties;

ensuring the economical, effective and efficient use of resources, and for securing
continuous improvement in the way in which its functions are exercised, having regard to a
combination of economy, efficiency and effectiveness;

the financial management of the authority and the reporting of financial management; and

the performance management of the authority and the reporting of performance
management.

2. Risk Appetite: The amount of risk that the Council is prepared to accept, tolerate, or be
exposed to at any point in time.

3. Residual Risk: The risk remaining after management takes action to reduce the impact and
likelihood of an adverse event, including control activities in responding to a risk.

Effectiveness of the Audit Committee — Final IA Assurancp@g;erg{y 6/17 Page 12



APPENDIX C (cont’d)

RISK RESPONSE DEFINITIONS

RISK RESPONSE DEFINITION

The probability and / or impact of the risk are reduced to an acceptable
TREAT e .
level through the proposal of positive management action.
TOLERATE The risk is accepted by management and no further action is proposed.
TRANSFER Moving the impact and responsibility (but not the accountability) of the risk
to a third party.
TERMINATE The activity / project from which the risk originates from are no longer
undertaken.

INTERNAL AUDIT RECOMMENDATION RISK RATINGS AND DEFINITIONS

RISK DEFINITION

HIGH
[ J

The recommendation relates to a significant threat or opportunity that
impacts the Council’s corporate objectives. The action required is to
mitigate a substantial risk to the Council. In particular it has an impact on
the Council’s reputation, statutory compliance, finances or key corporate
objectives. The risk requires senior management attention.

The recommendation relates to a potentially significant threat or
opportunity that impacts on either corporate or operational objectives. The
action required is to mitigate a moderate level of risk to the Council. In
particular an adverse impact on the Department’s reputation, adherence to
Council policy, the departmental budget or service plan objectives. The
risk requires management attention.

LOW

The recommendation relates to a minor threat or opportunity that
impacts on operational objectives. The action required is to mitigate a
minor risk to the Council as a whole. This may be compliance with best
practice or minimal impacts on the Service's reputation, adherence to local
procedures, local budget or Section objectives. The risk may be tolerable
in the medium term.

NOTABLE
PRACTICE

The activity reflects current best management practice or is an
innovative response to the management of risk within the Council. The
practice should be shared with others.

Effectiveness of the Audit Committee — Final IA Assurancepaagét gﬂ 6/17 Page 13



Agenda ltem 12

Audit Committee Forward Programme 2016/17 and 2017/18
Contact Officer: Kate Boulter
Telephone: 01895 556454
REASON FOR ITEM

This report is to enable the Audit Committee to review planned meeting dates and the
forward programme.

OPTIONS AVAILABLE TO THE COMMITTEE
1. To confirm dates for Audit Committee meetings; and
2. To make suggestions for future agenda items, working practices and/or
reviews.

INFORMATION

All meetings to start at 5.00pm

Meetings Room
12 July 2016 CR3
22 September 2016 CR4
15 December 2016 CR5
16 March 2017 CR4
tbc June 2017 thc

PART | - MEMBERS, PUBLIC AND PRESS

Audit Committee — 15 December 2016
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AUDIT COMMITTEE

Forward Programme 2016/17 and 2017/18

Meeting Date

Item

Lead Officer

12 July 2016

*Private meeting with Head of

Business Assurance to take place

before the meeting

Appointment of Chairman

Training Item - Statement of
Accounts

Chief Accountant

Draft Annual Governance
Statement 2015/16

Head of Policy

Annual Internal Audit Report &
Head of Internal Audit Opinion
Statement 2015/16

Head of Business Assurance

Internal Audit 2016/17 Quarter 1
Progress Report & Quarter 2
Operational Internal Audit Plan

Head of Business Assurance

Corporate Fraud Team Progress
Report

Corporate Fraud
Investigations Manager

Risk Management Report & Q4
Corporate Risk Register - Part Il

Head of Business Assurance

Audit Committee Forward
Programme

Democratic Services
Manager

PART | - MEMBERS, PUBLIC AND PRESS

Audit Committee — 15 December 2016
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Meeting Date

Item

Lead Officer

22 September
2016

*Private meeting with the
Corporate Director of Finance to
take place before the meeting

Training Item - Role of the External
Auditor

Approval of the 2015/16 Statement

Corporate Director of Finance

of Accounts and External Audit IErnst & Young
Report on the Audit for the year

ended 31 March 2016

External Audit Report on the Ernst & Young

Pension Fund Annual Report and
Accounts 2015/16

Internal Audit Progress Report
2016/17 Quarter 2 & Operational
Internal Audit Plan Quarter 3

Head of Business Assurance

Annual Review on the
Effectiveness of Internal Audit
2016/17

Head of Business Assurance

Corporate Fraud Team Progress
Report

Corporate Fraud
Investigations Manager

Risk Management Report & Q1
Corporate Risk Register - Part Il

Head of Business Assurance

Audit Committee Forward
Programme

Democratic Services
Manager
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Meeting Date

Item

Lead Officer

15 December
2016

*Private meeting with the Head of
Business Assurance to take place
before the meeting

External Audit Annual Audit Letter

Ernst & Young

Internal Audit Charter 2016/17

Head of Business Assurance

Internal Audit Progress Report
2016/17 Quarter 3 & Operational
Internal Audit Plan Quarter 4

Head of Business Assurance

Corporate Fraud Team Progress
Report

Corporate Fraud
Investigations Manager

National Scheme for Auditor
Appointments

Deputy Director Strategic
Finance

Risk Management Report & Q2
Corporate Risk Register - Part Il

Head of Business Assurance

Annual Review of the
Effectiveness of the Audit
Committee 2016/17

Head of Business Assurance

Audit Committee Terms of
Reference

Democratic Services

Audit Committee Forward
Programme

Democratic Services

Risk Management Report and Q2
Corporate Risk Register
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Meeting Date

Item

Lead Officer

16 March 2017

*Private meeting with External
Audit (Ernst & Young) to take place
before the meeting

Training Item - tbc tbc
Annual External Audit Plan 2015/16 | Corporate Director of Finance
(Ernst & Young) IErnst & Young

Annual Governance Statement
2015/16 — Interim Report

Head of Policy

Balances and Reserves Statement

Corporate Director of Finance

Revisions to the Treasury
Management Strategy Statement
and Investment Strategy 2017/18 to
2021/22

Corporate Director of Finance

Internal Audit Progress Report
2016/17 Quarter 4

Head of Business Assurance

Annual Internal Audit Plan 2017/18
& Operational Internal Audit Plan
Quarter 1

Head of Business Assurance

External Quality Assessment of
Internal Audit 206/17

Head of Business Assurance

Corporate Fraud Team Progress
Report

Corporate Fraud
Investigations Manager

Risk Management Report & Q3
Corporate Risk Register - Part Il

Head of Business Assurance

Audit Committee Forward
Programme

Democratic Services
Manager
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Meeting Date

Item

Lead Officer

tbc July 2017

*Private meeting with Head of

Business Assurance to take place

before the meeting

Appointment of Chairman

Training Item - TBC

Chief Accountant

Draft Annual Governance
Statement 2016/17

Head of Policy

Annual Internal Audit Report &
Head of Internal Audit Opinion
Statement 2016/17

Head of Business Assurance

Internal Audit 2017/18 Quarter 1
Progress Report & Quarter 2
Operational Internal Audit Plan

Head of Business Assurance

Corporate Fraud Team Progress
Report

Corporate Fraud
Investigations Manager

Risk Management Report & Q4
Corporate Risk Register - Part Il

Head of Business Assurance

Audit Committee Forward
Programme

Democratic Services
Manager
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